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So db trién khai hoat dong hé théng DRM cho Vnews



GIOT THIEU GIAI PHAP

** Tek4TV DRM la thanh phin hd tro bao vé ban quyén s6 danh cho cac ndi dung, kiém soat

truy cip dé han ché viéc st dung, stra d6i va phan phéi toan bo kho noi dung dir liéu..

4

*%* Module ho tro bao vé ndi dung video trén nén tang OTT bang cadch ma hda trwdc cac noi

dung VOD hodc ma héa thoi gian thwe véi cac ludng dir liéu truc ti€p. Véi cac ludng dir liéu
truc ti€p, module ciing ho tr¢ viéc thay ddi khéa ma hoa theo chu ki nhit dinh. Diéu nay
dam bao an toan cho lubéng live trén hé théng OTT. Ngoai ra, module ciing két hop véi
module quan ly nguwdi dung va thué bao dé san sang khoa cac ndi dung vdi nhirng khan gia

vi pham ban quyén ndi dung cta bai.



TEK4TV DRM SOLUTION




M ta chi tiét cac khoi chic
nang chinh ctia hé thong

{ @

0

Mobile (Player)

L i .

Smart TV (Player)

@ <
I. -
v 0 © ®
| get live his, VOD
Cloud CDN
E encrypted his

Security Service

thenticati P
\ s m|ca'°" ’E — Encryptioh Process
get decryption key -
NGNIX (File server)

A
API| Gateway

J

Web (Player)

e
—>
wr,
API (Restfjl Service) SQL
management his
T
L1 — " Bg
[y
[S=2)

CMS

Cache server



TINH NANG CHINH

Quan ly ban quyén ky thuit s6 (DRM) kiém soat truy cip dé han
ché viéc st dung, stra dbi va phan phéi toan bé kho noi dung dir
liéu.
Ma héa trwd'c (VOD) hoac ma hoa thoi gian thuwce (Live)
o  Thuwc hién ma hoa cac luéng VOD,Live (mp4, m3u8) st dung
thuét toan AES 128 va st dung 32 bit d€ ma hoa.

o  Ma hod st dung multi key.
Ho6 tro thay ddi key theo chu ky déi véi néi dung trwc tiép

o  D&i v&éi mbi ndi dung file phat truc ti€p sé dwoc cat theo
nhiéu chunk file nhé, moi chunk file sé str dung 1 key riéng
biét d&€ ma hoa , 1 luéng phat truc tiép c6 thé dung nhiéu
key dé ma hoa (chéng dwoc hacker c6 thé do ra key decrypt
dwoec lai luong).

o St dung co ché rotate key dé ma hoa luéng phat truec tiép.



TINH NANG CHINH

e Két hop cung véi xac thwe ngwoi dung

o Ho tro két hop st dung token xac thuc ngwdi dung dé
14y dwoc théng tin key dé giai mi file

o €6 ho tro hé thong xac thuc ngudi dung (Keycloak)

o C6 co ché xac thwe ngwoi dung OAuth?2
e Cung cip Key cho cac hé DRM

o Moi hé théng DRM déu c6 c6 co ché quan ly key riéng.

o  Khi trién khai hé théng DRM sé tién hanh request
license key dé active dwoc hé thong, néu khong active

thi hé théng sé khéng hoat dong dworc.
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